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1. Current Trends

• Popular platforms: Instagram, TikTok, 

Snapchat, YouTube

• Online gaming: Fortnite, Roblox, Minecraft

• Live streaming platforms: Twitch, YouTube 

Live

• Communication apps: WhatsApp & Discord
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2. Understanding the Risks

• Social Media: Cyberbullying, inappropriate content, privacy issues, 

screen addiction.

• Online Gaming: In-game purchases, contact with strangers, gaming 

addiction.

• Live Streaming: Sharing personal information, real-time interactions 

with strangers.

•Sexting and image-sharing: Sharing explicit images online

•Live streaming and its impact on privacy: Sharing personal details 

during live streams.

•The impact of screen time on mental health: Excessive screen time 

with issues like anxiety, sleep deprivation, and attention problems.



Problematic gaming - having five or more symptoms on the Internet 

Gaming Disorder Scale (details on next slide).

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y

World Health Organisation
A focus on adolescent social media use and gaming in Europe, central Asia and Canada

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y
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https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y


https://www.iwf.org.uk/news-media/news/under-sixes-manipulated-into-disturbing-sexual-abuse-while-playing-alone-online-as-iwf-says-regulation-can-t-wait/

A Worrying Trend
IWF - Behind The Screens

https://www.iwf.org.uk/news-media/news/under-sixes-manipulated-into-disturbing-sexual-abuse-while-playing-alone-online-as-iwf-says-regulation-can-t-wait/


We’ve been monitoring a continuing increase in this imagery 

featuring 7–10-year-olds (girls and boys).

• In 2023, 104,282 ‘self-generated’ reports featured a 7–10-year-

old, which is a 65% increase on 2022.

• This is an increase of 1,816% since 2019 when 5,443 

reports of ‘self-generated’ child sexual abuse of this age group 

were found.

• In 2023, 103,082 reports which included ‘self-generated’ 

imagery included a 7–10-year-old girl. This is a 67% increase on 

2022.

• This represents 37% of all actioned reports and 41% of ‘self-

generated’ child sexual abuse reports.

IWF - Behind The Screens

A Worrying Trend







What is the Blackout Challenge?

🤯

Archie Battersbee

2. Understanding the Risks





• Digital resilience: Teach your child to recognise when something 
online feels off or uncomfortable and encourage them to come to you.

• Keep communication open: Regularly talk to your child about their 
online activities

• Set boundaries: Create family rules for screen time and online 
behavior

• Monitor usage: Use parental controls to help monitor screen time, 
social media activity, and app downloads

• Stay informed: Keep up with the apps and games your child is using

• Encourage healthy habits: Suggest activities like “digital detox” 
weekends, where the family takes a break from screens.

• Use technology together: Suggest doing tech activities together, like 
setting up accounts and exploring apps to understand them better.

3. What can you do?



Do you know your child’s online habits?

Start with four simple questions:

1. Do you always know 
what your children do 
online?

2. Do you always know 
who they interact with?

3. Do you always know 
what online content they 
are viewing?

4. Do you always know 
what that content is 
rated?



https://www.familygamingdatabase.com/home

Family Gaming Database

A great website which gives 
an overview of games 
including age rating, in-game 
costings, online interaction 
and any other important 
aspects to the game. 

https://www.familygamingdatabase.com/home


• Instagram: Go to Settings > Privacy > Account 

Privacy > Switch to Private Account.

• TikTok: Settings > Family Pairing > Choose Safety 

and Privacy Settings.

• Snapchat: Settings > Who Can > Contact Me/See My 

Story > My Friends.

• WhatsApp: Settings > Privacy > Last Seen/Profile 

Photo/Status > My Contacts.

Social Media

3. How to apply Parental Controls

https://www.internetmatters.org/parental-controls/social-media/



• Nintendo Switch: Settings > Parental Controls > Set 

limits for play time, restrict purchase

• PlayStation: Settings > Parental Controls > Restrict 

access to certain games and chat features

• Xbox: Settings > Family Settings > Manage screen 

time, purchases, and online interactions

Gaming Consoles

3. How to apply Parental Controls

https://www.internetmatters.org/parental-controls/gaming-consoles/

https://www.internetmatters.org/parental-controls/gaming-consoles/


Our Parental Controls Videos

https://www.knowsleyclcs.org.uk/onlin
e-safety-videos/



Our Parental Controls Guide Booklet

https://www.knowsleyclcs.org.uk/wp-

content/uploads/2024/07/Parental-Controls-booklet-

2024.pdf

https://www.knowsleyclcs.org.uk/wp-content/uploads/2024/07/Parental-Controls-booklet-2024.pdf


• Set up devices together: Teach your child how 

to use privacy settings.

• Use "Safe Search" features: Enable on 

YouTube, Google, etc.

• Disable location services: Keep your child’s 

location private on apps.

• Create a family agreement: Establish a family 

agreement on online safety and device use.

• Peer Support: Talk to other parents.

3. Practical Tips for Parents



• Be a role model: Model good online behaviour and share 

your own screen habits with your child.

• Teach media literacy: Help children critically evaluate the 

content they see online. For example, ask questions like, 

“Who made this content, why?  Do you trust it (them)? Do 

you agree with it? How can you check its correct? Do you 

share their opinion?”

• Create tech-free zones at home: Suggest setting 

boundaries like no phones at the dinner table/ in bedrooms/  

at bedtime.

• Social media “friend audits”: Encourage regular checks 

of who your child is connected with online and discuss the 

importance of only adding people they know in real life.

3. Practical Tips for Parents



“That’s why digital literacy education is so important, yet it remains 

inadequate in many countries, and where it is available it often fails to 

keep pace with young people and rapidly evolving technology.

“We are seeing the consequences of this gap, with worse likely to come, 

unless governments, health authorities, teachers and parents recognise 

the root causes of the current situation and take steps to rectify it.

“It’s clear we need immediate and sustained action to help adolescents 

turn the tide on potentially damaging social media use, which has been 

shown to lead to depression, bullying, anxiety, and poor academic 

performance.”

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y

World Health Organisation, 2024

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y


We recommend a family agreement to make 

clear what is allowed...or not, how much time 

you can spend on devices, and ground rules 

like no phones at the table or in the bedroom 

at night-time. Shared expectations will reduce 

arguments and keep everyone safe & healthy.

https://parentsafe.lgfl.net/digital-family-agreement
https://parentsafe.lgfl.net/digital-family-agreement


3. Enabling SafeSearch

Google SafeSearch

YouTube Restricted Mode



Online Safety Books



Test your Home Filtering

https://testfiltering.com/

https://testfiltering.com/


https://www.childnet.com/help-and-advice/keeping-young-children-safe-online/

Advice for Parents

https://www.childnet.com/help-and-advice/keeping-young-children-safe-online/


• Internet Matters: www.internetmatters.org

• NSPCC: www.nspcc.org.uk

• Childline: www.childline.org.uk

• UK Safer Internet Centre: www.saferinternet.org.uk

• CEOP (Child Exploitation and Online Protection): 

www.ceop.police.uk

4. Further Support

http://www.internetmatters.org/
http://www.nspcc.org.uk/
http://www.childline.org.uk/
http://www.saferinternet.org.uk/
http://www.ceop.police.uk


4. Advice for Parents

https://oursafetycentre.co.uk/safetysettings/

https://oursafetycentre.co.uk/safetysettings/

